IN THE CLAIMS 



Amended claims follow: 

1 tOinentK Amended) \ computet ptogiam pfoduct compusiug a computei 
ptomam opeiablc to control a computei to geneiatt banned piogiam identifying data 
mdieatn e of at least one tompufet pf ogtam to be banned Uotn use said computet 
program comprising: 

(i! u-vi contfoiled ptogiam specifying logic opciable to speetty said at least one 
computet ptogiam to be banned from use said at least <>ne computet progiam compiling 
a non-Mius compute; progiam and 

(is ) banned pi ogfam iden»f\ mg data geneiatmg logic iespoiisi\ e to said u^ei 
controlled piogram specth mg logic to generate banned ptogiam identify nit: data tot said 
at least one computet piogiam to be banned bom use, said banned piogiam ulentiivtng 
data beum opetable to conttoi ami computet \juis logic to identify, computet progiams 
banned from use; 

whacin the anti computet wins loajc identifies computei viruses puoi to 
identifying the computet ptogsatns banned bom u-t?^ 

wherein an anu-\niis sian is peifoimcd yyhen a fik access nquisi is teeened and 
il -Mid aiUi-\ nus scan is not passed an anti-xiuis action i a mggctcd and a tad response is 
tentmed to an opctating sWem, and if said auU-\ uu^ start k-- passed a scan tor the 
computer programs banned from use is performed. 

2 {Oi tgtna! } \ computer ptogram piodutt as claimed in claim 1 y\ heiun saaS 
banned piogiam identify ntg data is enct spied vuth a pmate ke% 

3. (Cancelled) 

■4 (Previously Ptcsentedi A compute! program product as claimed m claim K 
wkeiein said banned progiatn identifying data Loutiols said ami computei v nils logic to 
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ulentiis said Lomputvi piograms banned fiom use ma manna suKtatittalb tht same a-> if 
the\ weie one oi the computer \ iruses 

5. (Previously Presented) A computer program product as claimed in claim -1. 
uherem said banned program identify data includes heuustrc data identity ing at least- 
one beha\ id a! characteristic of at least otic computet progiam banned fiom use such thai 
variant-* uf said at least one computer program banned trom use thai share vnd beluo loral 
characteristics mas aiso be identified 

(•> (Original) A computet piogram product as claimed rn eiatin 1, \Uietem said 
banned piogram identifying aata composes data identifying permitted computet 
piogtams with ali compute! prostatic not nvichmg a permuted computer program being 
identified as a computet piogiam banned fiom u 

( Current K Amended) \ computes ptouiam product (.ompmmu a computer 
piogtatn operable to control a computet to ban trotn use at least one computet piogram, 
said at least one computet progtatn comprising a nun-\nm computet pro^tam -.aid 
computet program comprising 

{ (Oil ants computer \nits logic lesponsne to usei ueneiated banned proaiam 

1 Jentifs mi; data tor said at least one computet ptotiiatn to be banned fiom use to identify 

computet programs banned bom use 

whet em the ami computet \ -su-- logic identifies computet \ it uses puoi to 
ideiitihmg the computet programs banned front tise^. 

\y herein said banned program identifying data is enci>pted with apmate key and 
satd antt computer ^ mis logic uses a concspondtng public ke\ to decrypt said nset 
generated banned program idenuh-mg data pttot to use, 

v\ herein said decrypted banned p io gtam identifying data to atoted \%tthm a 
secured memory legion once deuvptcd 
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1 I tPfe\!ou\K Piest'iitod^ \ t-omputet pjogiam product as claumd m claim 7 

wheiein when a banned computet ptogsam i 1 - identified at least one banned piogtam 

action is tnggeied. saul banned progiam action eompnsmg at least one of 

u) issuing an aieit message indicating identification oi a banned computer piogsam, 

(n) dcivwng access to said banned computer piogTam, 

an) t-nt!\pting said banned compute) ptugfam and 

(iv) deleting said banned computer program. 

1 2. (Currently Amended) A computer program product comprising a computer 
pro gram operable to control a computer to ban from use at least one computer program, 
said at least one computer program comprising a non-virus computer program, said 
computer program comprising: 

anti computer virus logic responsive to user generated banned program 
identifying data for said at least one computer program to be banned from use to identify 
computer programs banned from use; 

identifying the computer programs banned from use: m> c l aimed in claim 7.. 

wherein said anti computer virus logic respon[fses]]ds to an absence of said user 
generated banned program identifying data by performing at least one of: 

{i} issuing an alert message indicating an absence of said user generated 
banned program identifying data; 

(ii) restoring said user generated banned program identifying data from a 
remote source; 

(in) disabling a computer upon which said anti computer vims logic is 
executing, 

1 3. (Original) A computer program product as claimed in claim 7, wherein said anti 
computer virus logic is executable as a separate instance solely to identify computer 
programs banned from use. 
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14 t Original * A computei paigiam product as claimed in claim \\ heiem &aid usei 
generated banned program iduurfsmg data compiles data identifsing permitted 
computei puigrams \\ Jth ail compute! ptograms- not matching a permitted computer 
ptogram being idenuhed as a computet ptogiam banned fiom use 

1 5 (CunontK Amended) V method of geneiatmg banned progiam fdenttis mg data 
mdicatn e of at least one computet progiam to he banned horn use said method 
comprising the steps of: 

[ J i)}} u-vi spec it's ing at least one computet program to be banned nom tbc, said at least 
one computer piogtam comprising a non-\ ints computet progiam and 
fun]] geneiatmg banned piogiain identtfsum data foi Mi J at least on*.- computet 
piogiam to be banned tumi u-e said banned piogram tdentrfs mg data being operable to 
control anti computer \n us logic to identifv computei piogmms banned from use 

w hereit) the anti computer \ nus logic identifies computer \ mises prior to 
identifying the computet piogsatrss banned iiom u.>e 4 

vhcteui an anti-unis scan is petloimed when a file access tcqucst is iccened, and 
if said anti-\ mts scan is not passed, an ami -mi us actum is tnggeied and a fail itsponst is 
ictutned to an operating s \-ucm. and tt said anti-xnus *can is passed, a scan lot the 
computer pt obtains banned horn use is pufotukd 

16 {Ongmali \ method as darmed m elum ! v\ hctcm sard banned piogram 
identifying data is encrypted with a private key, 

17. (Cancelled) 

18 (Pre\ iousIs Presented) A method as danned m claim 15, wherein said banned 
program idenufxiug data controls said anti computet wits logic to tdentifs said computet 
programs banned from use tn a manner substantially the same as ifth.es were one of the 

computer viruses. 
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W tPK\iouslv Piest-mod^ \ method as claimed m dasm lb, wht rem vnd bantu d 
piogtam identity mg data includes heiuistic data idemif\ mg al least one hel^o miai 
charactejiMiC of at lea^t one computes proeiam banned horn use such that yauants of .said 
at least one computet ptogram banned fiom use that shate sasd beha\ total chasaeteitsties 
mav also be identified. 

20 {Onginal) \ method as dasiued sit claim l> wlieiem said banned piogiam 
ukntming data eompases data jdennfung permitted eompuies progiams wnh all 
computet piogiams not matching a petinuteu computet ptogunn being identified a^ a 
compute! ptogiairi banned flam use 

2 1 {< mtenth \mended) A method Sot banning ftem u<-e at least one computet 
piogram, said at least one compute! piogiam umipming a non-\ nus computer piogram, 
said method comptismg the otep of 

| (t) 1 1 in tesponse to recas in a usei genet ated banned piogiam ulentits mg data tot .said 
at least one computet ptogtam to be banned itotn use opctamtg anti comptitei \ nus logic 
to identify eomptttei piogiams banned fiom u c e ioi timgeunti a banned pumiam action 

\\ herein the ami computer \ utss logic identifies computet \ utises prior to 
identifying the computet piugiams banned iiom u^ 

w heiem said banned piogtam 'dentihmg data is encrypted \\ ith a pti\ ate key and 
said ant; couiputei \ mis logic u-es a concspondtng public key to decrypt said ires 
generated banned progtam identifying data pnoi to use. 

wherein said decu ptcd banned piogtam identifying data is sloied wttiim a 
seemed memoiy region once deaypred 

22. - 24. (Cancelled) 

25 ( Pi e\ sously i*ieseuted^ A method as claimed in e lasm 2 1 \y heiem v\ hen a banned 
computet piogtam is identified, said at Icaot one banned program action is tuggcted, said 
banned piogiam action eompnsinc at least one of 

u) issuing an aleit message indicating tdentdkaUon ol a banned computet piogtam; 
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< ii } denying access to said banned computer program; 
(iii } encrypting said banned computer program; and 
(is ) deleting said banned computer program. 

26. (Currently Amended) A method torj^annin^ 

program, said at least one computer program comprising a non-virus computer program, 
said method comprising the step of: 

in response to receiving user generated banned program identifying data for said 
at least one computer program to be banned from use, operating ami computer virus logic 
to identify computer programs banned from use for triggering a banned program action; 

wherein the anti computer virus logic identities computer viruses prior to 
identifying the computer programs banned from usei ii T- 6kH f H e d"Hv - ekHm-24 - : 

wherein said ana computer virus logic respon[[ses]]ds to an absence of said user 
generated banned program identifying data by performing at least one of. 

(i) issuing an alert message indicating an absence of said user generated banned 
program identifying data; 

(ii) restoring said user generated banned program identifying data fr om a remote 
source; 

( in) disabling a computet upon \\ lnt.it said anti computet \ trus logic is exeuitmu 

2" {Ougitull \ method as claimed m djun 21, w heiem said anil computet \mb 
loaie is executable as a separate mutant e c-olelv to tdentitv compute! progtams banned 
from use. 

2S {Ongmali A method as claimed in claim 21 , wheiem a aid banned ptogiam 
idennfung. data compiles data tdentifvmg permitted computer progianis wuh all 
computet pmguims not matching a peunufed compute*! ptogiam being identified a> a 
computet ptogiam banned fiom use 



-8- 

29. (Currently Amended) Apparatus for generating banned program identifying data 
indicative of at least, one computer program to be banned from use. said apparatus 
comprising: 

[[(!)]] a user controlled program specifier operable to specify at least one computer 
piogjant to he banned nom use said at least one computer piogtam compnstng a nou- 
smis computet piogiam. and 

[[(u)jj banned piogiam tdensifuug data generator tesponsise to satd met conttolled 
piogiam specdk'i to ijeneiate banned pioaiam tduUih nig data fui said at least oik 
computet piogiam to he banned iiom use, satd banned ptogram identifying data being 
opeiable tu comtol anti computer ^ mis logic to identify computet ptoutams banned fiom 
use: 

\Uieiein tbeauti computet writs logic identifies computet \niise> ptiot to 
tdcnt!t\mg the computer progtams banned fiom uil\ 

\\ herein an antt-suos sy.an is petfoimed wlicti a file access request i^ lecencd and 
if saidanti-xntij scan is not parsed, an anti-urus action u-- tuggeicd and a fail u-spon^e is 
te turned to an opetatmg sv stents and if satd atiti-\ tuts scan jspa^ed^ a scan toi the 
computer programs banned from use i s performed , 

30. (Original } Apparatus as claimed iti claim 29, wherein said banned program 
identifying data is encrypted with a private key. 

31. (Cancelled) 

32 {Piewoiish Ptc^etitedi \ppatatus as claimed m clatm 2'> wherein satd banned 
piogtam !detitti\ tng data contiols said ant! computet % uus logic to identstv said computer 
piogiartis banned bom use m a mannei substantiaih the same as if the v v\ete one of the 
computer viruses. 

33 ( Pte\ jously Ptc°entcdJ \ppatatus as claimed m ciatm ^2 wherein said banned 
piotnam identifying data includes betuistic data identifying at least one beiun iurai 
chaiactetistic of at least one compute! pfogtam banned fiom use such that \anants of said 
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at least one computer program banned from use that share said behavioral characteristics 
may also be identified, 

14 (OuiimaU Appasatns as claimed m claim 2« wherein said banned pioiiram 
identifying data compiises data identifying pettnttted computet ptogiam-. with all 
computet piogtain< not matching a pet nutted computer psogram being identified as a 
computer program banned from use. 

35. (Currently Amended) Apparatus for banning from use at least one computer 
promam, saa.1 at least one computer pjogram eompnsing <i non-s nus compute! pi ogiam 
said appaiatus comprising 

< m computet situs system iesponsne to u^ct generated banned prngiam 
identifying data foi said at least one computer piogram to be banned from it.>e to identify 
computet ptogiams banned from use, 

\\ herein die anu computer \ uus ss stem identifier computer \ uuses prioi to 
identity ins/ the eomputei piogfams banned tioin use. 

yyheicin said banned piomam identifying data is encrypted with a pin ate key and 
said ann computer y nus logic uses a cpiiespondmt : puhhc key to dectxpt said user 
ueneiaUd banned pioinam identify inn, data piior to use 

wheiein ->aid doe t spied banned piogiam identifying data is stoicd vuihm a 
seemed memoiy teuton qikc decrypted 

*9 {Pte\ ioush Piesented) \ppaiatus as claimed m claim 35, wherein when a banned 
eomputei piogram is identified at least one banned putgram action is triggered, said 
banned ptogiam action t-ompusmy at least one ot 

( f ) issuing an alett message indicatmu identification of a banned computer program; 
{ a\ detnmg access to ^aid banned computer piogtam; 
(tii) euuxptrng said banned computer piogfam and 
t n ) deleting said banned eomputei piogi:m 
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R) {(.ui tenth- Amended) Apparatus for banning i'tom n^e at least one computet 
puymam. said at least one computet prom am Lompnsmu a non-\ trus computer piouram 
said apparatus compii-mui 

an anti eumputet s trns s\stem respousne to use! ueuctaied banned pioe'tam 
identifyin g , data tot said at least one computet piogiam to be banned fu>m use to identify 
computet piugiams banned irotn use 

\Uteiein the anti computet situs sxstem ietentibes computet wruses puoi t» 
idenuhing the eoinputct ptogtams banned horn u^e ^ ^ - l^ ft ^ -tft- ^w^-VS -- 

w herein said anti computet \trus s\stem responses! jds to an absence of said user 
generated banned program tduurfxmg data b\ per burning; at least one of 
{0 s^sumg an aien message indicating an absence of said usei genciated banned 
program identify ins data; 

(n) icsfonug sdid uset genet ated banned atogram identift tng data front a remote 
source: 

(in) disabling a computet upon w inch oasd ami contpiuei \ a us logic is executing 

41 lOngmah Appatatns as claimed m elann ^5 wherein said anti computet \nus 

ss stent is executable as a separate instance soieh to identify computet progiams banned 
trom use. 

42 {Original) \pparatns ac claimed tn claim Js whete-m said u»er t-'euetated banned 
piogrant idenufviug data comprises data identitXmg permitted eomputei progtams with 
ail amiputu programs not matching a peimitted computet ptogiam bung identified as a 
computet ptogiam banned fiom use 

4> (Piexsoush Presented) \ eomputct progtam pi odnet as claimed in claim 1 
uherem the at least one non-\ nits eumputet progtam includes at least one oi a game and 
a data streaming program. 



44 tPre\inusK Presented^ \ computet ptoiuam product as claimed m claim 1 
wheiem the at least one non-wius computer piogiam includes games and data sncammg 
programs. 

4^ tPreuoush Presented} \ computet ptogtam product as claimed in claim I 
uhcjem the arm compute! urus logic of a phnalsts of end useis each includes a dificient 
selected set of compute! ptograms banned hom u->e 

46. (Cancelled) 

4 7 { \oa } V computer picgram pioduct tompusmg a computet piogiam opeiabie to 
control a computet To generate banned program idenuiung data tndtcatt\e of at lea -a one 
computer piogram to be banned from u»e said computet piogtam comptisini. 

us-er controlled piogram speeds mg logic opeiabie to specify said at least one 
computet program to be banned itom use said at Last one computet program comprising 
a iton-\ nils compiuei ptogiatn and 

banned piogsam tdemrn. sng data uaiuatinu lo»ic responsive to said usu 
conttolled piogram sptuh mg logic to generate banned program identifying data ioi said 
at least ofK computet piogtam to be banned irom ust, said K lined piogn m idennMna 
data being opuable to centui anti computes \ irus logic to idem its computet proatams 
banned from use; 

uheiun an anti-\mss scan i^ pertoimed when a file access icquest is received and 
if said atm-vitiis scan ss not passed, an ami-viru-> action is tuggeted and a fail t espouse is 
letuined to an opuating s\stem < nd ti said aim-utus ^can is pas,ed a scan for the 
computci ptoguims banned Itom use is petfonned 

is (\e\\ } \ computer piogram ptoduet comprising a computet piogtam opeiable to 
control a computet to ban itom use at least one computer piogram said at least one 
compute) piogram comprising a non-\ nus computet proaiam said computer ptogiam 
comprising: 
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anti tomputci \nus kmc iespoji<u\e to i set geneiated banned proaiam 
identifsmg data tot said at least one computet ptogiam to be banned fiom i^l u> uientih 
computet puigrams banned fiom use 

whet em said banned ptogiam identify mg data is enenpted w ith a pm ate ke\ and 
said anu computet \ mi> bate uses a coitespoudmg public key 10 dcu\ pt said u.set 
geneiated banned ptogram iduurfxing data pnoi to u--t* 

whciem said deenpted banned ptogiam identih nig data is stored vuthtn a 
routed memon legion once deenpted 

4 U {New ) \ computet prom am product comprising a compute! ptogram opeiable to 
eonttoi d computer to ban Isom use at least one computet piogtjnt, said at least one 
compute pi out am t_omptis?ng a non-\uus computet ptogram. said computet piugraro 
comprising: 

auti computet suus logic tespuusue to itsei geneiated banned ptogram 
identifying data foi s\nd at iea^t one tompi tor piogtam to be banned !rom u.>e to identtt\ 
compute! piooiams banned from use, 

whet em said ami computet \trus logic tesponds to an absence of said user 
generated banned program iduiufsmg data bs peiiotming at least one of 

issuing an alert message indicating an absence of said user generated 
banned program identifying data; 

restoring said user generated banned program identifying data from a 
remote source; 

disabling a computer upon which said anti computer virus logic is 
executing. 



